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The expansion of online dating platforms in the Global South 
brought with it the promise of greater agency for users in 
societies where romantic desire and sexual autonomy are 
strictly policed.1 The last decade alone has witnessed a 
significant increase in the presence of dating platforms in India, 
including both global dating platforms like Tinder and Bumble,2 
as well as homegrown dating platforms like Aisle and Quack 
Quack.3 Unfortunately, this expansion has been accompanied 
by user harms such as financial fraud,4 casteist abuse,5 and 
sexual harassment,6 especially targeting women and members 
of marginalised communities.7 It thus becomes imperative 
for dating platforms to provide meaningful accountability 
and effective design interventions towards creating safe, 
inclusive and equal spaces for online dating. In this essay, 
we focus on three interlinked categories of user risks: privacy 
violations, discriminatory practices, and safety threats; and 
we contextualise these risks to India’s unique socio-political 
and cultural context.8 We analyse these risks primarily through 
secondary literature, supplementing our findings with a 
case study on two understudied popular homegrown dating 
platforms,9 Aisle10 and Quack Quack.11 We conclude the essay 
by reiterating the need for greater accountability for dating 
platforms, briefly outlining recommendations for transparency 
in content moderation practices and algorithmic curation.

Introduction

Platform Accountability in Online Dating: 
A Critical Analysis of Privacy, 
Discrimination and Safety Harms in India

CHAPTER 3

By Tavishi and Angelina Dash
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Globally, online dating platforms collect and process highly 
personal and sensitive user data, which can include personal 
identifiers and interests, device metadata, precise location 
data, demographic information like religious and political 
beliefs, and sometimes biometric and financial data.12 They 
often collect additional data through social media integration13 

and user behaviour like swiping habits and frequency of app 
use.14

While access to some of this data can support user experience, 
many dating platforms share data with third parties for 
targeted advertising.15 A Mozilla Foundation study of 25 dating 
applications popular across North America and Europe found 
that 80% of them may share or sell user data to third parties 
for advertising.16 A 2020 report by the Norwegian Consumer 
Council found that popular dating platforms like Grindr, Tinder 
and OKCupid share sensitive personal information, including 
their users’ exact location, sexual orientation, political beliefs, 
etc., to third parties.17

Often, users are unaware of the nature and extent of such data 
sharing. Many platforms’ privacy policies do not clearly disclose 
data-sharing practices,18 and these clauses often remain 
hidden within obscure and dense terms of service. Often, the 
privacy policies do not mention details of these third parties, 
and even in the few cases where company names are explicitly 
provided, users must read the privacy policies of these third 
parties to truly comprehend how they process their personal 
data.19 Studies on privacy policies across platforms and regions 
have found that users pay little attention to them, and that 
these policies fail to provide meaningful consent, often on 
account of complex legalese and information overload.20

In the EU, much of the data collected by dating platforms 
falls within what the General Data Protection Regulation 
(GDPR) recognises under a “special category”, requiring explicit 
consent for collection and processing, as it may heighten 
risks of discrimination and infringe on fundamental rights of 
citizens.21 In the Indian context, the personal data of users on 
online dating platforms has been particularly vulnerable in the 
absence of a data protection law, which, while enacted two 
years ago,22 has still not been enforced. Further, users in India 
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are less likely to benefit from additional safeguards accorded 
to sensitive personal data even after the Digital Personal Data 
Protection Act 202323 comes into force, given the absence of a 
separate category of protection for sensitive personal data.24, 25

Moreover, India’s data protection framework does not specify 
mechanisms for obtaining granular consent, unlike other major 
data protection frameworks across the globe,26 forcing users 
to either share all requested data or entirely forgo services. 
This becomes all the more relevant as several dating platforms 
are integrating AI, in addition to complex matching algorithms, 
within their services in the form of chatbots,27 picture selection 
tools, and profile or messaging feedback.28 However, the use 
of personal data for AI features often leads to the sharing of 
data with third parties. For instance, recently, the European 
nonprofit noyb filed a complaint with the Austrian Data 
Protection Authority against Bumble’s processing of personal 
data for its AI Icebreakers feature, which relies on OpenAI’s 
ChatGPT to aid users in starting conversations.29

In the past, the US Federal Trade Commission (FTC) filed a 
petition for information about a data-sharing deal between 
the Match Group’s OkCupid and Clarifai AI that enabled the 
training of facial recognition software without users’ knowledge 
or consent.30 Without adequate data security safeguards 
and consent mechanisms, privacy violations through data 
breaches and illicit data sharing can expose users to risks like 
identity leaks, surveillance, and reputational harm.31 Women 
and marginalised communities face disproportionate risks 
from data breaches.

A 2023 study by Cybernews revealed that it was possible32 
for hackers to triangulate users’ almost real-time locations by 
retrieving the last known location ID of any OkCupid user.33 
This vulnerability could have exposed women to stalking and 
sexual violence, and endangered members of the LGBTQIA+ 
community.34 Dating platforms can also facilitate surveillance 
of sexuality in jurisdictions where homosexuality is criminalised. 
For instance, in Cairo, police officers detained a man simply for 
having downloaded same-sex dating apps on his phone.35 In 
India, despite the decriminalisation of homosexuality,36 queer 
individuals continue to face stigma and violence, with queer 
men reporting assaults, robberies, and blackmail through 
threats of being outed on platforms like Grindr.37 Further, 
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women from marginalised communities can be particularly 
vulnerable to privacy breaches. In the recent past, pictures of 
Indian Muslim women, obtained from social media, have been 
mock auctioned on open-source apps derogatorily named Bulli 
Bai38 and Sulli Deals.39 These incidents have heightened the 
apprehension regarding the use of dating platforms amongst 
Muslim female users, especially given the opacity surrounding 
their privacy policies and redressal mechanisms.40

Case Study: Privacy Practices of Aisle and Quack Quack41

The following analysis examines the privacy practices of Aisle 
and Quack Quack on the basis of publicly available information 
in their privacy policies, terms of use and user interface.
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Romantic and sexual desire, although deeply personal, is 
entrenched in existing power structures and shaped by 
histories of oppression and exclusion.58 With the emergence of 
online dating platforms, many saw the possibility to transgress 
existing racial and ethnic boundaries by dating outside of 
conventional friends and family networks.59 However, romantic 
desire online continues to be mediated by gender, caste, class, 
race, ethnicity, religion, language, and so on.60 In fact, these 
choices are often normalised and legitimised as personal 
preferences,61 and further reinforced by opaque matching 
algorithms, platform policies and design. 

Numerous studies in the Global North have highlighted the 
prevalence and normalisation of sexual racism62 in online 
dating63 and the resultant hierarchy of desirability64 which 
privileges Whiteness.65 This reinforces discrimination and the 
invisibilisation of racial and ethnic minorities, increasing their 
vulnerability to racial abuse, and even sexual harassment and 
physical violence.66 Consequently, many global platforms have 
faced criticism for enabling users to express racial preferences 
in bios or through ethnicity filters.67 Even when users do not 
engage in explicit filtering, matching algorithms of many 
prominent dating platforms use collaborative filtering,68 which 
can potentially learn discriminatory racial preferences of users 
in dating through the feedback loop of user interactions, and 
amplify existing social norms of homophily.69 This can result in 
the homogenisation of recommendations even for users who 
do not wish to be restricted by the dominant preferences of 
their racial group.70 Dating platforms often create an illusion 
of choice, since users are often unaware of the extent to 
which the profiles presented to them are curated by the 
hidden logics of the opaque matching algorithms, especially 
when the recommendations conform to dominant societal 
expectations. In comparison to the research on discrimination 
based on racism in online dating in the Global North, there are 
relatively fewer studies on how discrimination manifests in 
dating platforms in India. This is especially relevant given that 
endogamy has been the defining feature of upholding caste-
based segregation and discrimination.71 This is reflected in the 
persistently low percentages of intercaste72 and interreligious 
marriages.73 Any transgression of caste or religious lines 
can result in violence, often directed at Dalit and Muslim 
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partners,74 who are vilified as a threat to the honour of Savarna 
communities.75

While a large percentage of young users have used dating 
platforms to explore romantic relationships, often in secrecy,76 
there is limited research on how considerations around caste, 
class and religion shape their user behaviour. Although there is 
often an uncomfortable silence surrounding the question of 
swiping based on caste and religion reported across multiple 
studies in India,77 participants in some studies confided that 
they would ultimately have to marry according to their parents’ 
will.78, 79 Some dating platforms have also come under criticism 
for providing caste filtering.80 Even when dating platforms do 
not provide exclusive caste filtering, users may present their 
dominant caste identity or preferences in their profile or swipe 
based on markers that are often proxies for caste and class 
status in a highly unequal society.81 The commodification of 
intimacy on dating platforms means that the construction of 
user profiles becomes an activity in self-branding using limited 
avenues for user information like profile pictures, bio, and text 
messages.82 This scarce information often forms the basis for 
judging the desirability of potential matches. Dhanaraj notes 
how users may judge caste through markers like “surnames, 
localities, dialects, jobs of parents, religion, economic status, 
political and pop culture idols, food choices, ideology, 
complexion, and others.”83  In their study of Grindr in India and 
South Africa, Philip found that, while these platforms provide 
important sites for expressing sexual desire in societies where 
heteronormative patriarchy prevents such expression freely 
offline, they also result in the commodification of gay identities 
and a hierarchy between “classy gays” and “poor gays” through 
class, race and caste markers.84 Users both perform affluence, 
and judge desirability through markers like Western brands in 
clothing, and trendy locations in profile pictures.85 

Similarly, studies note how terms like “creeps” and “weirdos” are 
used for those who use lower-quality images, whose English is 
unrefined, and who lack aesthetics and premium branding.86 
Kisana has also noted how fluency and command over the 
English language and access to Western pop culture are used 
to police caste boundaries in a society where such cultural 
capital often signifies intergenerational literacy and access to 
English medium schooling.87 The geolocation feature in many 
dating platforms further consolidates segregation in a country 
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Case Study: Privacy Practices of Aisle and 
Quack Quack41

Community Guidelines and Prohibition of caste-based 
discrimination and casteist hate speech. It is telling 
that both Aisle and Quack Quack, designed specifically 
for Indian audiences, do not explicitly prohibit caste-
based discrimination and casteist hate speech in their 
Community Guidelines.

Aisle prohibits, among other things, “threatening, 
harassing, racially offensive, or illegal material, or any 
material that infringes or violates another party’s rights” 

where Dalit and Muslim families live in ghettoised margins 
across urban cities.88 

Even when Dalit and Bahujan users match with Savarnas on 
dating platforms, they often have to face casteist abuse and 
humiliation,89 and face heightened vulnerability to sexual 
harassment or physical violence. Many report being blocked 
or unmatched when dominant caste matches discover their 
identity.90 Dalit women, who are often stereotyped as angry, 
unfeminine, and promiscuous, face heightened safety risks 
on dating platforms.91 Paik has drawn parallels between the 
experiences of marginalisation faced by Black women in the 
US and Dalit women in India.92 She notes that both White 
and Brahminical systems protected White and upper caste 
women’s honour by restraining them from the public sphere, 
while sexual access to the bodies of black and lower caste 
women  has been legitimised and institutionalised.93 

While users may look at dating platforms as opportunities to 
exercise autonomy in romantic partnership through “modern 
ways”, they often still rely on prevalent social norms to make 
dating decisions.94 This user behaviour on platforms, which 
also feeds into algorithmic curation, together creates a socio-
technical system that upholds caste, class, and religious 
endogamy. Dattani highlights how “endogamous social 
intimacies” are co-constructed by user behaviour and the 
algorithmic infrastructure of the platform.95
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Dating platforms pose complex safety risks, including those 
that go beyond in-app interactions, due to factors like 
conversations between users transitioning to other platforms 
or offline interactions. Recently, systemic failures in Match 
Group’s102 management of sexual assault reports on its dating 
platforms in the US have come to light.103 The investigation 
revealed that repeat offenders, including those who were 
reported for rape and violence, continued to operate on 
the group’s platforms, easily creating new accounts when 
older profiles got banned. Another study cautioned against 
groomers and pedophiles using dating platforms to target 
single mothers to carry out child sexual abuse.104 

In India, too, concerns about the safety of women and gender 
minorities on dating platforms are increasingly coming into 
focus. Women have reported experiencing cyberstalking, 
doxxing, gendered hate speech, and the unsolicited sharing of 
explicit images on dating platforms.105 Users have expressed 
concerns regarding the practice of ‘catfishing’,106 and being 
misled into engaging in casual encounters while intending 
to pursue a serious relationship on the platform.107 Women 
participants in a study reported that men who faced rejection 
on dating platforms often tracked them down on other social 
media platforms like Facebook, and harassed them with 

Safety

in its Community Guidelines and Safety section nestled 
within the Terms of Service.

Quack Quack goes a little further and prohibits racism, 
religious discrimination and bigotry.96 While broad 
categories of “discriminatory” and “bigoted” content 
should include casteist abuse, the lack of explicit 
prohibition is likely to discourage users from reporting 
harmful content. 

From an analysis of the community guidelines of these 
two major dating platforms, it appears that although 
Dalit, Bahujan and Adivasi constitute the majority of 
the country’s population, platforms are designed by and 
targeted towards only the upper-caste elite.
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repeated friend requests.108 Reports of sexual harassment 
and violence during in-person dates arranged through 
dating platforms have also come to light.109 It is likely that 
many incidents of online and physical sexual harassment go 
unreported. Studies have reported that women in India often 
choose not to report instances of sexual violence.110 This is 
exacerbated by social taboos against dating in Indian society, 
which can further preclude women and gender minorities 
from reporting sexual violence, specifically stemming from 
interactions on dating platforms, to law enforcement.111 Women 
often self-censor their online behaviour, and may eventually 
withdraw from online dating after repeated experiences of 
sexual abuse and intrusive messages.112 

While gender-based online harms stem from broader social 
contexts, it is important to investigate how the design and 
operation of dating platforms are often inadequate to both 
prevent and respond to safety incidents. Many platforms 
provide safety guides, and some, more than others, place 
the onus of safety on the users.113 Some platforms have 
started crisis text lines for users in select jurisdictions,114 and 
partnered with counselling and support organisations.115 
However, these are not uniformly available across all platforms 
and jurisdictions. Further, reporting mechanisms and content 
moderation practices of platforms have proven to be 
insufficient to address safety concerns. Platforms need to 
streamline reporting mechanisms, reduce response time, and 
provide more transparency to users on the action taken in 
response to user complaints.116 Further platforms must be more 
transparent on how they design their community guidelines 
and safety guides, and create spaces for more consultation 
and feedback from users and civil society.

Case Study: Reporting Mechanisms on 
Aisle and Quack Quack

Quack Quack allows users to report a profile or 
a conversation on multiple grounds, including 
inappropriate profile photos or profile content, 
indecent behaviour via personalised messages, false 
information (fake age, profile), using multiple accounts 
or scamming and spamming. Apart from this, Quack 
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Quack also provides a blank form for users to submit 
a ticket on any concern/issue/feedback that directs 
users to its website.117

Aisle allows users to report a profile on grounds 
including “Not interested”, “inappropriate photos”, 
“inappropriate messages”, “feels like spam” or “others.” 
Aisle also provides an in-app support option, which 
grants relatively more flexibility in reporting. Here, users 
can report a safety concern under impersonation, 
harassment or hacked accounts. Users must enter their 
registered phone number and other personal details, 
and have an option to provide relevant information in 
a textbox and upload attachments. Neither platforms 
provide users an option to report under categories like 
“sexual harassment/ assault”, “violence”, “child abuse”, 
“hate speech”, “identity-based abuse”, “stalking”, etc.118 

It does provide the residual “other” category where users 
can type in a textbox. However, this reporting interface 
can discourage reporting of sexual harassment, 
physical abuse or racist, religious, casteist or ethnic 
abuse, either on the platform or during their offline 
meetings. This reporting interface falls short of how 
other dating platforms provide reporting options,119 and 
the platforms’ own Code of Conduct and Community 
Guidelines, which prohibit users from threatening or 
harassing others users, or disseminating material that 
is discriminatory on the basis of race120 or religion.121 
The reporting mechanisms also fall short of the 
grievance redressal mechanisms mandated under the 
Information Technology (Intermediary Guidelines and 
Digital Media Ethics Code) Rules 2021 (Intermediary 
Guidelines).122 As per the intermediary guidelines, all 
intermediaries need to implement a grievance redressal 
mechanism for users to report NCII123 (Non-consensual 
intimate image abuse)124 and “take all reasonable and 
practicable measures” to remove/disable access to 
such content within 24 hours.125 Both Quack Quack and 
Aisle do not provide separate reporting mechanisms or 
an option within the common reporting mechanisms to 
specifically report NCII content126 and ensure expedited 
redressal of these complaints.127
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As global and Indian dating platforms expand their presence, 
it is important to institute meaningful accountability. Platform 
design and operation are often divorced from the lived 
realities of users and inadvertently reinforce heteronormative 
patriarchal morality and strict adherence to caste endogamy. It 
is thus important that global dating platforms hire and consult 
with a diverse set of experts with experience rooted in the local 
context, while Indian platforms should structure hiring policies 
to ensure that marginalised castes and minority communities 
are adequately represented in their leadership and trust and 
safety teams.

Towards Meaningful Platform Accountability

In spite of repeated calls for more transparency and 
accountability on platforms’ safety systems, including 
complaint-handling and content moderation, there has been 
very little progress.136

Transparency in content moderation
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The inadequacy of content moderation practices of dating 
platforms in accounting for safety concerns is even more 
pertinent for multicultural jurisdictions like India. This is due 
to multiple axes of oppression that must be considered 
when annotating, identifying or actioning harmful content, 
including caste, religion and gender.128 For instance, male 
gig workers recruited for content moderation may not infer 
harmful comments that Indian women may face online.129 

Dating platforms increasingly rely on automated content 
moderation,130 which often fall short in interpreting context-
heavy speech, particularly in “low-resourced” languages.131 132 
Moreover, proactive moderation tools like Bumble’s ‘Are You 
Sure?’ and Tinder’s ‘Does This Bother You?’133 raise concerns of 
social surveillance and over-policing of sexual behaviour.134 Such 
features are likely to significantly impact users’ sexual agency in 
countries like India, where any form of sexual expression outside 
heteronormative patriarchal morality is strictly policed and 
sanctioned. Thus, it is important to recognise that the design 
of safety features, including proactive content moderation, 
user verification, and collaboration with third parties to detect 
harm, can also create surveillance and introduce additional 
safety risks for marginalised communities.135
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Major dating platforms publish community guidelines to 
inform users what speech and behaviour is impermissible on 
their platforms.137 However, these are often buried inside long 
and incomprehensible Terms of Service documents (see Aisle). 
Platforms should provide these guidelines in an accessible 
and understandable format, with an option for users to get 
more detailed information through examples.138 These must 
be available in regional languages. The Intermediary Guidelines, 
2021 and the Digital Personal Data Protection Act, 2023 
mandate that platforms make their policies available in the 
preferred languages of their users (English or any language 
in the Eighth Schedule of the Constitution).139 We found that 
neither Aisle nor Quack Quack provided their Community 
Guidelines, Codes of Conduct or Safety tips in local languages 
at the time of writing. It is also important that platforms 
disclose information on how they enforce these community 
guidelines to ensure user safety, including processes followed 
internally on receiving user complaints, the use of automated 
tools to flag certain categories of harmful content, and the 
linguistic expertise of human content moderators.

Disclosure of  Community Guidelines

Dating platforms must provide easily accessible reporting 
mechanisms for users140 who want to report harmful content 
or behaviour by other users they met through the platform, 
either on the platform or outside of it. They must inform 
complainants of the progress in their report and the action 
taken. In case they decide not to act, they must provide the 
complainant with information on the grounds on which such a 
decision was taken.

Accessible Reporting Mechanisms for users

It must be noted that, as per the Intermediary Guidelines, all 
intermediaries, including dating platforms, must “prominently 
publish” the name and contact details of the Grievance 
Officer.141 We could not locate this information on both Aisle 
and Quack Quack.
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While social media 
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Dating Platforms have been the worst offenders in terms 
of releasing baseline aggregate information on content 
moderation publicly.142 While social media platforms and even 
some ride-hailing platforms (in limited jurisdictions) have 
released aggregate transparency reports, there is no public 
information on the number of complaints received by dating 
platforms, even for serious crimes like sexual harassment 
and rapes.143 In February 2025, Bumble released its first-ever 
transparency report for the European Union144 under Digital 
Services Act obligations.145 Prominent dating platforms from 
Match Group (like Hinge, Tinder), and Bumble started sharing 
redacted versions of their statement of reasons for adverse 
action on user accounts or content with the publicly available 
DSA Transparency Database.146 Australia’s Code of Practice for 
dating services147 lays down annual transparency reporting 
obligations for dating platforms and the first transparency 
reports will be available in the coming months.148 

It is, however, unlikely that global platforms will voluntarily 
extend transparency reporting to other jurisdictions in the 
Global South, thus periodic reporting of platform’s content 
moderation actions disaggregated by local languages must 
be prescribed through legislation. Efficiency of automated 
tools in different contexts and languages, as well as the 
language proficiency, qualifications and diversity in the human 
moderation team, must be disclosed. It is also important that 
transparency reports include aggregate information on state 
requests for user data.

Periodic Transparency Reporting
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Fig 2: Screenshot of Banned Users on Quack Quack 
<https://www.quackquack.in/securitytips/>

Quack Quack attempts to provide some aggregate 
statistics on the number of accounts blocked in the 
past week based on their code of conduct violations, 
categorised by gender. However, such information 
disclosure is not meaningful because it does not 
categorise account bans on the grounds of violation (for 
instance, impersonation or hate speech). It also does 
not provide information on whether actions were taken 
pursuant to user reports or through self-moderation, 
including automated means. It is thus difficult to 
explain why female accounts are blocked around 5 to 
10 times more often than male accounts, despite men 
significantly outnumbering women on dating platforms 
in India, including Quack Quack.149 These numbers could 
be interpreted in many ways: automated moderation 
tools disproportionately targeting female users, a high 
prevalence of catfishing accounts reported by male 
users or even the content moderation prioritising 
certain harms/reports (like fake accounts) over other harms 
like sexual harassment or hate speech. All in all, no conclusions 
can be drawn from this limited information, and hence, it is 
necessary to disclose detailed, meaningful data, even from the 
platform’s own perspective of gaining user trust.)
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Accountability 
measures must 
go beyond 
performative 
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users should be 
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more control over 
the dating choices 
they make in a 
safe, secure and 
inclusive space. 

Transparency in matching algorithms

Often, users consider profile recommendations to be 
neutral and objective; it is thus important, at the very least, 
to disclose to users basic qualitative information on the 
matching algorithms deployed by the dating platform and 
the kind of user data and behavioural signals that feed into 
the system. Many users in India are registering on a dating 
platform for the first time, and it would be useful if this basic 
information is provided in local languages in an accessible 
and comprehensible manner. However, there is a need for 
meaningful algorithmic accountability and user empowerment 
beyond baseline disclosures. Algorithms are complex socio-
technical assemblages that are co-constructed by code, 
training data, and user inputs and interaction.150 This means 
that causal explanations for matching recommendations 
cannot be deciphered conclusively, even by developers and 
experts.151 One way dating platforms can make algorithmic 
accountability more meaningful is through  collaboration with 
independent researchers.152 Another way dating platforms could 
potentially understand the impact of matching algorithms on 
diverse users is through submission to independent third-
party audits.153 

These audits would be conducted by expert groups working 
with victims of sexual harassment and violence, especially 
those belonging to LGBTQIA+, Dalit, Bahujan, Adivasi and 
religious minority communities. Platforms and academic, civil 
society and technical researchers must find ways to conduct 
research and audits without compromising the privacy of users 
and the security of the data. It is also important that both civil 
society and dating platforms reflect on who gets access to 
funding and data to conduct audits and independent studies. 
Civil society groups in tech policy must reflect on the lack of 
diversity and prioritise the voice of marginalised communities. 
Accountability measures must go beyond performative 
transparency, and users should be empowered to gain more 
control over the dating choices they make in a safe, secure and 
inclusive space. It is important that those who experience the 
most egregious harms from dating platforms lead the way in 
holding them accountable and designing alternative models 
to current platform design and economics.
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